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The increasing sophistication of security technology as well as security threats are the 
twin engines driving growth in the Asian marketplace for security systems. In particular, 
the immediate aftermath of the Sep. 11 attack saw heightened security around key 
public infrastructure.  
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         The increasing sophistication of security technology as well  
         as security threats are the twin engines driving growth in  
         the Asian marketplace for security systems. In the wake of  
         the 11th September 2001 attacks, the Bali bombings and a  
         rash of smaller terrorist incidents from the Philippines to  
         Tunisia, governments and the corporate sector in Asia are  
         stepping up their efforts to tighten security around key  
         facilities, leading to rising levels of security spending. In  
         particular, the immediate aftermath of the Sep. 11 attack saw 

heightened security around key public infrastructure. Security spending can be divided 
into: hardware (mainly surveillance systems, alarm systems and access control) software; 
and services (which on top of hardware installation, software implementation and 
maintenance also includes guard services and central monitoring services). While all 
areas of security will see growth, the most significant technology changes will take place 
in hardware. These will increasingly drive the transformation of the industry by opening up 
new possibilities for software and services. Hence our focus below will be on the 
hardware market.  

Security Technologies in Demand 

Surveillance Systems 

Analog CCTV has been in use in Asia since at least the 1980s. Usage of CCTV has grown 
steadily over the last two decades from its initial base in key public infrastructure like 
airports and in sensitive commercial buildings such as banks, to high levels of penetration 
in retail outlets, residential buildings, hotels, schools and hospitals. 

 
Migration from Analog CCTV to Digital CCTV 

The trends towards convergence in technology and digitization, coupled with the 
increasingly widespread usage of the internet have brought about interesting 
developments in security system technology. Network video surveillance technology has 



come into being as a result of three trends (a) the convergence of security and 
computer technology, (b) the growth of digital video recorders and digital surveillance 
cameras, and (c) video distribution over the internet.  

       Network video technology allows 
       remote monitoring from any 
       location via the internet. This 
       development has spurred the 
       demand for digital security 
       systems. The CCTV industry is 
       predicted to experience a complete 
       conversion from analog to digital  
       technology by 2010, with the more  
       developed economies in Asia North- 
       East Asia (Japan, S.Korea, Taiwan 
       and Hong Kong) an Australia/New 
       Zealand becoming fully converted 
       by 2008.  

End users’ eagerness to migrate to digital technology, aside from the  
improved accessibility and reduced need for storage of video-cassettes, has also been 
driven by the increasing affordability and user-friendliness of digital security systems. 
Hardware products such as digital video recorders and network cameras have been 
experiencing sharply declining prices. For example, some network cameras offer almost 
the same features and functions as standard analog CCTV cameras. Some have the 
added advantage of convenience (allowing monitoring over the net) and ease of use 
(easy to set up), and cost as little as S$100. 

An ethernet cable accommodates multiple nodes, allowing several cameras to share 
one line of ethernet cabling, thus reducing cabling cost and disruptions. Analog CCTV 
security systems still require dedicated monitors and, in most cases, on-site security 
personnel to view the images. Digital systems can be broadcast to any PC connected to 
the network, for viewing at any location using standard web browsers. From 2004 
onwards, we expect that the development of intelligent software will significantly drive 
adoption of digital security systems. By that time, software products which can detect 
suspicious behavior, scan faces for "wanted" individuals, etc will be both widely available 
and cost-effective to deploy. Such software is currently only in the early stages of 
adoption and debugging, and has yet to make a major impact in Asia.  

Greater Adoption of Digital Video Recorders (DVR) 

Analog video recorders have been widely used as the main type of recording 
equipment in the security industry. However, with the trend towards digitization and price 
erosion for Hard Disk Drive (HDD) technology, digital time-lapse video recorders have 
been gaining increasing acceptance in the market. The DVR provide high-grade images 



and extra features such as random access and skip back functions. Among the three 
major types of DVRs the PC based, PC modified and stand-alone - industry participants 
believe that stand-alone DVRs will have the strongest market potential. DVR prices have 
been declining and we expect this trend to continue in the foreseeable future as 
component prices decline. Mid-range DVR prices have declined from approximately US$ 
6000 to US$ 7000 in the late 90s to about US$ 1500 to US$ 3000 in 2002. Declining prices 
and rising awareness will drive the adoption rate among countries in Asia. In Korea, the 
DVR industry is experiencing strong growth, recording a 150 percent increase in sales in 
2001 and likely to see a 200 percent increase in sales in 2002.  

Digital Access Control 

Demand for access control has grown at a healthy rate, as burglary incidence continues 
to rise in many large cities around the Asia Pacific. However, while access control 
equipment growth has been strong, mechanical access control is a mature segment. In 
Japan, lock-picking incidents are increasing sharply. Rising incidences of safe breaking, 
lock picking in office buildings and office intrusions have boosted demand for a more 
complex access control device than simple door locks. 

There are approximately 400 door lock suppliers in China, with an average production 
capacity between one million to 50 million units per year. Many of these lock makers are 
planning to switch their focus from mechanical to digital door locks. The trend is towards 
keyless digital code-based door locks, IC card locks and biometric systems, of which the 
most popular is fingerprint identification systems. 

China's digital access control industry is supported by growing export demand. Exports 
can amount to as much as 30 percent of the total output of some manufacturers. 

Explosive Detectors 

In line with the trend in security equipment in general, the rising concern with terrorism 
has driven the need for sophisticated explosive detectors. Singapore has set aside a US$ 
45 million budget to equip Changi Airport with a new automated baggage screening 
system using advanced X-ray techniques that allow easy detection of explosive 
materials/devices hidden in baggage. India, after the US-Afghanistan conflict, has 
revised its security arrangements around the Tirumala temple complex to prevent any 
possible act of sabotage. The Indian authorities have installed X-ray scanners at the main 
entrance of the complex, explosive detectors at the queue area and at the foot of the 
hills and installed CCTVs at several tollgates for round-the-clock surveillance. Shortly, after 
the Bali bombings in October 2002, the Indonesian government quickly decided to 
enhance security in Bali. In an effort to repair damage that had been done, the 
Indonesian authorities allocated 100 billion rupiah (US$ 112,200) to purchase additional 
equipment including radio monitors and bomb detectors. 



Biometrics 
 
The technology, which derives information to identify specific individuals through 
measuring and statistically analyzing biological data, is expected to grow rapidly within 
the security industry. The International Biometrics Industry Association (IBIA), in its Biometric 
Advocacy Report, predicted the industry would reach US$ 2 billion in sales in 2006, up 
from its current value of US$ 200 million in 2002. See the figure 1.  

The main reason behind the strong forecast is that many biometric products have 
overcome early obstacles deterring adoption such as cost, lack of standardization, 
scalability and practical applicability. This has allowed biometric products in general to 
become more ready for deployment and use on a large-scale basis. In the Asia Pacific, 
the IBIA projected growth to 32% of total market revenues (valued at US$ 700 million in 
2006), up from 9% market share in 2001. The demand for biometric applications in Asia 
Pacific from the government sector has significantly increased since the Sep 11 attacks in 
the US, gaining further momentum after October’s bombing attack in Bali. The 
International Air Transport Association (IATA) is considering a new security measure, which 
requires international airports to install biometric technologies for the purpose of 
individual identification. The technologies considered may involve digital fingerprint 
analysis, iris scans, speech and facial recognition. 

 
Although the decision has not been finalized, several airports in the Asia Pacific have 
followed in the footsteps of many airports in North America and Europe in implementing 
biometric applications in their security systems. Sydney Airport started implementing a 
face-recognition pilot program in 2002. This system will be implemented for Australian 
passport holders by the end of 2003. The system requires the traveler to place his/her 
passport on a passport reader and look into a camera so that their facial features can 
be compared with photographs stored in the database. An accurate and approved 
reading will allow the individual to pass through the automatic gate within 10 seconds. 
Malaysia and Myanmar have adopted e-passport technology, developed by Iris 
Technologies Sdn Bhd, which stores passport holders’ personal data in a smart chip. The 
personal information is integrated into an existing database. This allows air travelers to cut 
short the long queuing process while maintaining security standards.  

 
Apart from airports, growing usage of biometric technologies has also been seen in other 
areas:  

-In 1998, the Nagano Winter Olympics organizers used iris scanning for the first time to 
match guns with the competing marksmen.  

-Fingerprint recognition technology has been used to check on Abu Dhabi’s police 
prisoners on parole.  



-The Commonwealth Bank of Australia is considering several biometric applications, 
including retina scanning, voice recognition and fingerprint recognition, to be integrated 
into a wireless system, which would replace traditional authentication systems such as 
PIN numbers. 

By type, fingerprint recognition technology is most likely to lead the growth within the 
biometrics category, with decreasing prices and increasing demand creating a virtuous 
cycle. Face recognition, while not as accurate as retina and iris scanning, is expected to 
gain more market share compared to the latter system, largely due to its greater 
affordability. The main sector that is likely to adopt face recognition technology and 
hence, contribute to its growth is the banking sector, which might use this technology to 
replace or complement the current PIN number system.  

Iris and retina scan technologies, the most accurate within the biometric category, are 
also the most expensive technologies. They are likely to be adopted in critical 
applications such as in defense, where security is the topmost concern. In the case of 
voice recognition, most demand is expected to come from call centers, which in turn 
serve industries such as financial services. 

Trend Towards Integrated Systems 

While emerging technologies are exciting and impressive, the key concern of end users is 
its practicality. Users are more interested in finding a system that will enable them to solve 
their problems. The network camera/digital CCTV system's rising popularity in recent 
years has been in part due to integration with other technologies such the internet, 
computer and wireless technology, which in turn enhances their practicality and 
applicability. For example, the network camera is easily integrated with the Internet. This 
form of integration is highly practicable and attractive to home users.  

Other examples of integrated technology include:  
-Biometric technology integrated with access control systems implemented in Sydney  
airport 
 
-Malaysia’s IC card system which makes use of smart card technology 
 
-A proximity card reader which is connected to an alarm by Soca technology(Taiwan) 
 
-Integration of security, home entertainment and home automation in some high end 
private residential developments in affluent cities across the region  

 

 



Customer Segment Development 

Security Systems Increasingly Being Adopted by Non-Traditional Segments 

The increasing affordability and user friendliness of security systems are driving rising 
adoption beyond traditional customer segments like government, institutions and banks. 
Increasingly, small and medium size users like retail shops and even home-owners are 
major customer segments. 

Private Companies 

While the main end user segment for high-techology security solutions remain 
government offices, the military and key public infrastructures such as airports, rising 
numbers of large corporations in Asia are spending more on the protection of their 
property and human lives. Aside from the banking and financial services sector, 
telecommunication carriers, natural resources companies and petrochemical producers 
are customer segments with great potential. In Japan, as businesses search for means of 
cost-cutting, one avenue has been reducing labor cost. Analog cameras, digital 
cameras, image sensors and video are facing increasing demand from supermarkets 
and apartment complexes in Japan. In some cases, governments provide enhanced 
security to the private sector to encourage investor confidence. In Singapore, the 
government has deployed military special forces to protect Jurong Island Chemical 
Complex, a reclaimed island adjacent to the Singapore mainland which houses many 
large multi-national chemical and petrochemical companies. This deployment has been 
attended by considerable media publicity, thus reinforcing the confidence of investors. 

Security Adoption for Households 

The number of home owners adopting security systems has been increasing, driven by 
rising affluence, increasing awareness of the need for security, improvements in security 
technology (better ease of use, emergence of internet surveillance) and increasing 
affordability. In Singapore for example, home users can purchase a web-cam system, 
which can be equipped with a motion detection sensor, thus allowing the web-cam to 
act as a surveillance system, for only S$239 (US$ 135).  

To some extent, social factors have also contributed to this trend. For example, the wide 
prevalence of dual-career families in Singapore has contributed to increased hiring of 
maids, which in turn has driven demand for home surveillance. The number of 
households with live-in maids in Singapore is approximately 140,000. More Singaporeans 
are using home surveillance systems to monitor the elderly and the young while they are 
working. 

 



Industry Trends 
 
Increasing Number of Local Solution Providers 

While in the past, most security equipment was imported from the US, UK, Germany and 
other developed countries, the trend towards sharing of proprietary technology and the 
rise of independent software applications has led to a growing number of Asian 
companies acquiring or even developing technologies. Japan, perhaps the most 
advanced Asian countries in security implementation, has its share of local suppliers who 
are multi-national vendors, such as:  

-Matsushita with its face recognition system 

-Omron with its fingerprint recognition CCF-mode sensor incorporating Microsoft 
applications 

-Fujitsu with its finger pass access control device 

-NEC a pioneer in finger print recognition technology which is used widely in law 
enforcement. 

The emergence of Asian suppliers of advanced security applications is not only limited to 
mature economies like Japan and Australia but extends to countries such as China, 
India, Malaysia and Singapore. 

-In China, Hangzhou Miaxis Biometrics Co. Ltd., a start-up company jointly invested by 
Intel and Shanghai Belling Co., has launched an embedded fingerprint verification 
module that can process information in less than two seconds. 

-ILI Technologies, a local Indian company based in Bangalore, is a successful local 
company that has incorporated biometrics technology for practical security solutions. Its 
simple fingerprint based security and attendance system has been implemented widely 
in India. ILI also provides voice-based and radio frequency based tracking. In 2002, ILI 
Technologies managed to secure a partnership with a global giant, Omron Corp. 

-In Malaysia, IRIS Technology Sdn Bhd has been implementing its patented e-passport 
technology, which incorporates fingerprint recognition and passport identification. IRIS's 
management is in talks with several airport authorities around the world regarding its 
airport security system, which is implemented in Malaysia and Myanmar. 

Local Players Going Regional and Global Exports of even advanced security technology 
from Asian countries to the United States and Europe are trending upwards. Future 
prospects for this export flow are tremendous due to the world-class sophistication of the 
electronics manufacturing sector in Asian economies like Japan, Korea and Taiwan. 



-Zhongshan Tieshen Lock Industrial Co. has successfully launched its electronic fingerprint 
locks in the United States, Canada, Malaysia and Hong Kong and is deriving 90 percent 
of its revenue from exports. 

-Stonesonic, a local Chinese company based in Guangdong, derived US$ 15 million in 
revenue in 2001 from CCTV exports to the United States and Hong Kong. 

An Increasingly Competitive Industry 

New market entrants in China, Korea and elsewhere, diverse needs among end users 
and declining hardware prices eroding profitability are all expected to result in higher 
levels of competition, an increasing trend towards customized solutions and a shift in 
focus towards services as key competitive advantages.  

Prices for security hardware like CCTV, analog cameras and video recorders have been 
experiencing sharp price erosion in recent years so much so that vendors are increasingly 
looking towards other areas for growth in sales and profitability. One key area is software 
applications and services, particularly in government, institutions, banking and finance 
and manufacturers with critical facilities like chemical plants. These customer segments 
place great importance on security, have very individualized needs and are usually at 
the forefront in adopting advanced Technologies. 

 

       Consolidation - It is expected that the industry will see 
        some consolidation as a result of the above trends. 
        This is already evident in some countries. For example: 

- In Singapore, ADT Technologies, a local  
           security company focusing on providing  
           integrated security solutions such as CCTV 
           systems, parking security systems and alarms 
           system was acquired by Tyco.  

- In Malaysia, local company, Safeguards Corp.  
            Bhd. has merged with Securicor to offer 
            security solutions that combine guard services as 
            well as high technology security systems such as  
            electronic surveillance and detection systems.  

As large customers increasingly demand solutions that integrate various technologies 
and span hardware, software and services, we expect that the high-end of the market 
will be served by an increasingly small number of highly integrated, premium vendors. 
Large Multi-Nationals such as Tyco, Panasonic, Siemens, Philips, Secom, NEC and others 
will come to dominate this premium segment alongside a handful of big local vendors in 



each country, such as for example Cisco and Singapore Technologies in the Singapore 
market. However SMEs and households will continue to be served by numerous smaller 
suppliers who mostly act as systems integrators reselling third-party hardware and 
software. 

 
- End of article - 


