
The bombings at Indonesia’s JW Marriott Hotel and the

Australian Embassy in Jakarta; the attack on the Indian

parliament building a few years ago; and the ongoing

violence in Southern Thailand and the Southern Philippines: all

have helped to escalate the demand for security, particularly in

the Asia Pacific.

The questions that arise have not only increased, but have also

become more complex to address. Amongst these are: can we

really have enough security? And how much has security become a

part of our daily lives? 

THE GOVERNMENT FACTOR
Many countries now have a greater understanding of the trans-

border impact of terrorism. Homeland security has not only gained

greater mindshare among policy-makers, it has also transcended

national boundaries, leading to stronger inter-country fellowships in

2004. Countries have pledged assistance to different regions to

boost border security and efforts are expected to magnify over time.

For instance:

• Australia endorsed AUS$3.8 million for counter-terrorism 

assistance in the Philippines focusing on border control and 

port security.

• Japan provided aid to Indonesia in the form of security equipment

– including laser and metal detectors for airports and seaports 

amounting to 774 million yen – and other training programmes.

The development in regional cooperation to counter-terrorism

became more evident with the official inauguration of the Southeast

Asia Regional Centre for Counter-Terrorism (SEARCCT) in August

2004. The centre, launched more than a year ago, actively organises

regional seminars, conferences, workshops and training courses to
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strengthen relationships among government agencies responsible

for fighting a global threat.

On the homeland front, various governments are actively

tightening national security laws. In Vietnam, for example, the prime

minister and the security agencies are empowered to take severe

measures including putting surveillance on people and vehicles in

the midst of national security threats, with effect from 1 July 2005.

A temporary alliance between Singapore, Malaysia and

Indonesia was formed to coordinate their patrols along the Straits of

Malacca. Though this may deter pirate and terrorist attacks in the

short-term, a long-term unified strategy and proactive leadership

from the government is necessary for security in the longer term –

not only in the Straits, but for the region as a whole.

BORDER SECURITY
In response to the globalisation of terrorism, some countries are

rushing to strengthen border scrutiny to further secure the air, sea

and land, and this has led to calls for more effective leveraging of

technology.

AIR SECURITY

In Australia, four rapid deployment teams to combat terrorism at

regional airports have been introduced as an attempt to pre-empt

terrorist incidents and to mobilise quickly when intelligence fails.

Despite criticism from the Australian Airport Association to base the

teams at Sydney airport, they are expected to be active in July 2005. 

China also announced the activation of plain-clothes air

marshals (reportedly around 1500-2000 personnel) in October 2004

to ensure passengers’ safety.

In order to seal any possible security gaps, airlines are

incorporating the latest technologies, ranging from boarding pass

scrutiny and baggage control to explosive detection. In 2004, Tokyo

Narita Airport (NRT) Japan ordered 12 US-government approved

Explosives Detection Systems (EDS) for advance baggage screening,

worth more than US$14 million. Shipments are expected to begin in

July 2005. Meanwhile, in mid-2004, Hong Kong Airport Authority

conducted preliminary installation of a US$50 million, advanced

electronic baggage-tracking system using radio frequency

identification (RFID) technology, to reduce direct physical contact.

In addition to these schemes, some countries are trying to

introduce tamper-proof passports with biometric data such as

fingerprints and retinal information. This is to meet the October

2005 dateline for 27 countries, including Singapore, to issue

biometric passports to their citizens to remain eligible to travel to

United States without visas. In November 2004, the Singapore

Changi Airport started a six-month trial on a biometrics-based

system called Fully Automated Seamless Travel (FAST) that

speeds up frequent flyers’ check-in and immigration clearance.

In 2007, Hong Kong is expected to issue the biometric

embedded passports. 

SEA SECURITY

The enforcement of the International Ship and Port Facility

Security (ISPS) Code from July 2004 has spurred countries to step

up their security measures, so as to ensure all ships or shipments

leaving for other international ports do not face sanctions, including

denial of entry. 

In September 2004, Sri Lanka Colombo seaport cited a possible

deployment of advanced technologies like radiation detection

equipment to inspect shipping containers under a new agreement

with the United States. In January 2004, the Chinese government

engaged SeaSecure, a maritime security and counter-terrorism

consulting agency, to provide security training – a requirement

according to the ISPS code – to future port facility security officers. 

In addition, Australia announced in December 2004 that it was

establishing a 1000 nautical mile (1850km) maritime security zone

by March 2005 to protect ships and facilities from terrorist attacks,

further underlining the importance of costal security. 

LAND SECURITY

Seamless cross-border filters have been developed across the

region. Malaysia has deployed EDS and X-ray machines and

stepped up patrols at some border crossings to keep out Thai

militants; Hong Kong’s Immigration Department announced in June

2004 that 30 NEC biometric systems to identify facial features and

cross check against photos in databases would go on trial for

people crossing over from Shenzhen; and elsewhere, India and

Australia have proposed to issue smart cards to drivers for vehicle

information registration, to help weed out any possible threats. 

Amidst possible border breaches, different countries are

effortlessly devising, researching and implementing new security

measures to patch up security cracks. 

PUBLIC SECURITY
The emergence of terrorist threats has further strengthened

national governments’ role and authority to protect its citizens. 

Some countries are issuing smart cards to citizens, attempting to

reduce forging of identity cards. For example, China is expected to

replace ID cards for its 1.3 billion people by the end of 2008. On the

other hand, Thailand’s smart ID cards distribution in 2004 was delayed

due to a lack of a set of proper laws to safeguard confidential data. 

Multi-pronged approaches have been adopted by some

countries to boost public safety. For example: 

• From April 2004, Japan started to X-ray passengers’ shoes and 

remove trashcans that could house bombs. In July 2004, a team 

of police, justice ministry and foreign affairs officials assembled to

discuss about possible biometric fingerprint installations at 

Japan’s airports in 2005.

• Singapore’s internal security agency has enlisted and trained 

40,000 taxi drivers as a means of detecting terrorist activity, and 

some Singapore teachers had been trained to double up as fire 

and safety officers. In addition, the Singapore government has 

started a nationwide campaign to educate its people that every 

citizen has a role to play in the fight against terrorism.

• China has plans to install real-time surveillance systems at 

internet bars nationwide by the end of 2004. In particular, 

Shanghai has announced it will install more than 200,000 

surveillance cameras by 2010 at all public places and this has 

resulted in public concern over the lack of privacy.
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Manila and US ports; and Hutchison has employed RFID sensors

since mid-2004 at its Hong Kong and Yantian (South China)

International Container Terminals. The sensors generate e-mail

alerts for any changes in light, humidity or pressure, which can be

received by any of 30 readers at each facility, indicating possible

tampering of a nearby container. 

MTR Corp. in Hong Kong is also using RFID for tracking

construction materials for its Penny’s Bay Rail Link project in April

(as well as to combat corruption). The technology stores and

encrypts all testing data in a chip, thus preventing any illegal

amendments of material testing results. 

The worldwide RFID hardware and software market is

envisaged to be worth more than US$4.6 billion by 2008 from

about US$1.3 billion in 2003, with the Asia Pacific auto-ID

collection market to reach about US$0.5 billion by 2005.

Southeast Asia’s adoption rate is expected to be slower while

South Korea and Japan are expected to see higher adoption

rates. In 2003, the South Korean government announced that it

would invest US$138 million until 2010 to support RFID

technologies. However, the absence of a common standard

among countries may impede rapid adoption.

Aside from biometric and RFID technologies, another

technology that is seeing healthy demand is internet portal (IP) real-

time monitoring. The Japanese market is projected to surge to

about US$273 million in 2005. In South Korea, service providers are

allowing subscribers to view real-time images at homes on their cell

phones via a web cam connected to a personal computer. A text

message will be sent upon an intrusion into the home premises.

However, the IP real-time monitoring systems are currently still at an

early stage of development in terms of mass adoption in most

countries and consumers are looking for stable, user-friendly and

integrated solutions.

The trend towards adoption of high-end technologies like

biometrics, RFID and IP real-time monitoring is expected to rise

from various vertical segments that see security as more strategic

and critical to their operations in the coming years.

PRODUCT INNOVATIONS
Tapping into the increasing demand for more sophisticated

security solutions to counter what are perceived as more

sophisticated threats, more and more security companies are

offering innovative security solutions. 

For example, a Japanese company has developed an intruder

detection system that uses electric waves, a cheaper system

than conventional infrared ray security systems. Meanwhile, a

Perth-based company has signed a formal agreement with the

Chinese Institute of Atomic Energy (CIAE) to develop and test a

multi-technology screening system capable of detecting

radioactive and explosive materials, ahead of the Beijing

Olympics in 2008.

WHAT IF…
The security industry has been seeing exciting developments in

recent years spanning product innovations, new industry players,

consolidation and intense price competition. 

• Primary students in the Chinese city of Ningbo can now swipe 

cards over IC card machines called ‘net police’ at their gates,

while Japanese students have RFID tags placed in backpacks 

that beam messages to nearby offices, serving as early warnings 

should they go missing.

To cement public safety, governments are increasingly

becoming more receptive towards the adoption of new approaches

encompassing public education, training and new technologies.

SECURITY NEEDS ACROSS VERTICAL SEGMENTS
The adoption of increasingly state-of-the-art security systems

such as biometrics and RFID is no longer constrained to traditional

segments – for example, security for government, military and major

public facilities, such as airports, etc. The private and residential

sectors, as well as public facilities that would traditionally only have

basic security measures such as schools, for instance, are also

seeing the need to step up security. Examples include:

• A project on smart homes in Malaysia’s Putrajaya, which offers 

full system integration spanning from manipulating building 

controls to monitoring security via the internet, is to be completed

by 2010. 

• The Light at Cairnhill Condominium in Singapore has a security 

system that uses residents’ fingerprints as ‘keys’ to access 

various areas within the residential compound, for example, the 

gym, lift lobby and the apartments themselves. Before the rise of 

terrorism, the use of high-level security features in high-end 

residential projects in Singapore tended to be a marketing tactic 

by property developers. However, the rise of terrorism has 

created a real demand for such features. 

• GAIL in New Delhi has installed 14 iris readers across various 

floors to control access for both employees and outsiders at 

sensitive zones. 

• The Bank of Tokyo-Mitsubishi in Japan installed biometrics-based 

automated teller machines at 267 outlets in October 2004 so as 

to verify the identities of depositors by scanning their palm vein 

patterns. 

• In early 2004, Indian Oil Corporation (IOC) appointed Tata 

Honeywell to develop automation and software solutions for its 

integrated access control, which include technologies such as 

smart card and biometrics with unique features to limit access.

• In Bangalore, the visits from Very Very Important People (VVIPs)

have triggered a booming government demand for surveillance 

products like closed circuit television (CCTV) and phone jammers. 

Driven by increasingly diversified demand, the global market for

biometric systems is projected to reach US$7 billion by 2007, from

between US$500 million and US$1 billion in 2004.

In the wake of multi-directional threats, retail juggernauts such

as Target and Wal-Mart are embracing one of the latest

technologies, RFID, to track goods sourced from high-risk

countries: Wal-Mart, for example, has asked its top 100 suppliers to

begin using RFID tags from January 2005; in mid 2004, Target

began testing RFID technology on shipments travelling between
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One trend likely to drive the growth of the industry is the

mass adoption of high-end technologies that previously would

have been confined to traditional high-spending vertical

segments. But where might the enhanced use of technology for

security purposes lead?

What if government starts to regulate the implementation of

biometric security systems? Might this lead to the following?

• Classification of biometric security systems according to security

levels – for example Class 1 for fingerprint, Class 2 for iris or 

facial and Class 3 for fingerprint and facial features (a 

combination of various types); with Class 3 corresponding to the 

highest level of security.

• Installation of specific biometric security classes at various types 

of facilities.

• Technology certification and standardisation for biometrics 

security systems.

Biometric systems have become the prime access control

system for most government establishments and those requiring

high levels of security. Spire envisages its adoption to be more

pervasive. With greater adoption of biometric security systems,

there may come a need to regulate the industry.

And what if major economies like the US enacts a regulation

that all must embrace RFID technology for goods to and from the

US? Would this lead to the following? 

• Standardisation: a common RFID standard among countries.

• Increase in demand: a demand for effective large-scale reader 

systems with rapid data processing capabilities.

• Lower costs and prices: a cheaper RFID tagging system.

• Higher investments: more exporters to invest in RFID to ensure

long-term trading partnerships with US traders.

The Wal-Mart effect may likely be the precursor to the above. 

WHAT IT MEANS FOR THE INDUSTRY
The government sector seems to be the forerunner in embracing

the most advanced security technology – in the post-9/11 and post-

Beslan era, governments are striving to pre-empt what they see as

increasingly sophisticated security threats. However, they face great

difficulties, given the constant and huge flows of people and goods

between countries. Nevertheless, the implementation of the ISPS code

and the Customs and Trade Partnership Against Terrorism (C-TPAT)

are steps in the right direction. 

For vertical segments and public security, basic security

systems like card access control systems and CCTV are no

longer adequate. Measures such as guards armed with metal

detectors in some of Philippines’ shopping centres and baggage

scanning equipment located in some of Singapore’s commercial

buildings demonstrate that security customers are continually

under pressure to raise the level of preparedness. 

As a result, one of the key competitive success factors for

security systems and service providers would be to constantly

offer innovative products. 

Vendors in countries such as Japan, Singapore and Australia

are expected to benefit from the current security outlook, in

view of their focus on technology and manufacturing innovation.

Vendors benefiting most are those who can offer a wide range

of security systems and product innovations, such as RFID and

biometric identification systems. 

Moreover, vendors must continuously strive to add value

beyond what low-cost competitors are offering – for instance,

offering other related security services such as security

consulting, security certification, training programmes, guard

services and systems upgrading and maintenance.

Despite the many measures that various Asia Pacific

countries have put in place in their efforts to counter terrorism,

it will be a long time before one can confidently say that there is

enough security, given that countries are only just beginning to

understand terrorism and the measures to counter it. In

responding to the threats they face, governments are also just

beginning to grapple with issues such as balancing security

concerns with respect for civil liberties, establishing

international cooperation and mobilising sufficient funds and

professional resources. The security market will continue to see

growth and innovation for some time to come. �
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Spire Research and Consulting is the leading strategic market research firm in Asia Pacific. Spire’s
competence lies in customised strategic research on customers, channels and competitors, and the
firm’s projects support marketing and business development plans, as well as market entry and
investment decisions. For more information and enquiries, please visit www.spireresearch.com.
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