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Securing The Future: The Rise Of Seamless Technologies 

From low-intensity conflicts in Southern Thailand and the Southern Philippines, to 
bombings in London and the Beslan hostage tragedy in Russia – sudden crises 
are making governments and private companies redefine “security” in their 
decision-making processes.   

The integration of security processes across multiple dimensions of social life – 
business, financial, key public infrastructure, schools, homes, domestic and 
international travel – is giving rise to a new environment of pervasive and inter-
connected security. Biometric1 and Radio Frequency Identification Device (RFID) 
technologies promise to make possible pervasive tracking to ensure the safety of 
both individuals and items of merchandise across multiple environments.  

What kinds of opportunities will this create for security system vendors? 

By evaluating the latest developments in the security systems market, this article 
argues that vendors will increasingly have to integrate security services across 
different customer segments - home consumers, employers, schools and 
government - to compete in the future. 

 
Residential Security 

Advanced security technologies are no longer confined to the government and 
corporate sectors. With greater awareness of security issues such as terrorism, 
sophisticated security features in high-end residential projects are exciting 
greater interest among middle-class consumers.   

 
Internet-based Surveillance Of Homes: Digital Close-Circuit Television (CCTV) 
systems which make feed accessible via the Internet are already penetrating the 
residential space. The Japanese market for Internet Portal (IP) real-time 
monitoring is forecasted to surge to about US$ 273 million in 2005.2 Smart homes 
in Malaysia’s administrative city of Putrajaya, due for completion in 2010, will 
offer full system integration of security services, spanning from manipulating 
building access controls to monitoring surveillance via the Internet.  
 
The technology for IP real-time monitoring systems is still immature.  In future, 

                                                 
1 Use of fingerprint, facial features, iris, retina, hand geometry and/or voice for security 
authentication 
2 The Nikkei Weekly Aug 2004 
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consumers will expect more stable, user friendly and integrated solutions on 
more advanced platforms like 3G. 

 
Residential Access Control: Condominiums such as “The Light at Cairnhill” in 
Singapore uses residents’ fingerprints as “keys” to access various areas within the 
residential compound, such as the gym, lift lobby and the apartments. Projects 
like this typify the current trend of high-end residential developments offering 
biometric-based access control.  

But modern security encompasses more than just access control systems and 
surveillance. Analysis Of Surveillance Feed is where much of the most exciting 
new development is taking place and where system vendors will need to 
compete for differentiating advantages.   

Applications that analyze digital surveillance for facial or movement cues, which 
may portend criminal behavior, will be a key arena for future development.  For 
example, IPSOTEK’s system comes with a sophisticated image analysis program, 
in which CCTV cameras can detect unusual activity by checking for behavioral 
patterns, which the computer is programed to be recognized. When any of the 
programed behaviors is detected, the computer alerts CCTV operators, staff or 
management to the potential threat using sound and visuals. 
 
South Korea offers an example of this kind of technology in action. South Korean 
subscribers are now able to view real-time images of their homes on their cell 
phones via a web cam connected to a personal computer.  A text message will 
be sent in cases of intrusion into the home. 

On the other hand, advanced security features previously confined to banks 
and key public infrastructure are becoming more pervasive in a wider array of 
public facilities. 

 
Security In The School 

In the post-Beslan era, governments world-wide are paying greater attention to 
security in schools as a matter of great political sensitivity. This is likely to fuel new 
investment in security systems on school grounds, with resource-rich fee-charging 
private schools in affluent cities likely to lead the way. 

To minimize incidents of children going missing, primary students in the Chinese 
city of Ningbo, a major city in affluent Zhejiang province, can now swipe cards 
over IC card machines at the school gates called "net police". Japanese 
students have RFID tags placed in backpacks which beam messages to nearby 
offices to register their attendance.  
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Security In Public Areas 

Governments which invest heavily in public surveillance systems in high-traffic 
zones, such as the Department of Home Affairs in the United Kingdom, have 
been attracting much interest and emulation. 

Many of the over 100,000 Internet bars in China are now installed with real-time 
surveillance systems to prevent unwholesome activities and underage patrons.  
Shanghai has announced it will install more than 200,000 surveillance cameras by 
2010 at all public places, though this has created public concerns over privacy. 

Even biometric technology is making an impact in public facilities. Cash 
withdrawal from Automated Teller Machines (ATMs) was revolutionized when 
Bank of Tokyo-Mitsubishi in Japan installed biometric-based ATMs at 267 outlets in 
October 2004, to verify the identities of users by scanning their palm vein 
patterns. 

 
Security In The Work Place 

Progressive employers have always deployed security systems to protect the 
security of their employees and assets, in response to incidents of criminal 
violence and intellectual property theft in the work-place. What is new is the 
increasing use of digital and biometric technologies to do so. 

For example, GAIL in New Delhi has installed 14 iris readers across various floors to 
control access for both employees and outsiders at sensitive zones. Indian Oil 
Corporation (IOC) appointed Tata Honeywell in 2004 to develop automation 
and software solutions for its integrated access control system, including 
technologies such as smart card and biometrics with unique features to limit 
access. 

 
Critical Supply Chains 

Our daily supplies of Fast Moving Consuming 
Goods (FMCGs) and perishable foods are highly 
reliant on efficient and secure supply chains.  In 
the anti-terrorism and “food security” policies of 
national governments, not only must goods be 
delivered on time but at minimal risk of 
contamination and sabotage. 

The enactment of the International Ship and Port 
Facility Security (ISPS) Code from July 2004 has prompted national governments 
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to step up security measures, so as to ensure that all ships leaving for other 
international ports do not face sanctions, including denial of entry.  

As a result, Sri Lanka’s Colombo seaport cited a possible deployment of radiation 
detection equipment to inspect shipping containers, under a new agreement 
with the United States concluded in September 2004. 

RFID technology is set to revolutionize security applications. Major retailers like 
Target and Wal-Mart are embracing it to track goods sourced from high risk 
countries. Wal-Mart had asked its top 100 suppliers to begin using RFID tags from 
January 2005.  Hong Kong port operator Hutchison Whampoa has deployed RFID 
sensors since mid 2004 at its Hong Kong and Yantian (South China) International 
Container Terminals.  The sensors generate email alerts with any changes in light, 
humidity or pressure, which can be received by any 30 readers at each facility, 
indicating possible tampering of a nearby container.   

Fuelled by endless possible applications, the global RFID hardware and software 
market is projected to climb to US$4.6 billion by 2008 from about US$1.3 billion in 
2003, with the Asia Pacific auto-ID collection market poised to reach about 
US$0.5 billion by 2005. 3  In 2003, the South Korean government announced that it 
would invest US$138 million till 2010 to support RFID technologies.   

However, the absence of a common standard among countries may impede 
rapid adoption. Japan and Korea is expected to lead the way in Asia in this 
area.  

 
Government Security Investments 

Governments across Asia are taking security far more seriously, wisely recognizing 
the damage that can be done to business confidence, tourism and foreign 
direct investment as a result of successful terrorist attacks. Security technology 
will play an increasing role in this effort.  

With the implementation of the ISPS codes and the Customs and Trade 
Partnership Against Terrorism (C-TPAT), governments have become the 
forerunners in embracing the most advanced security technology.  However 
they face ever greater challenges, given the constant and huge flows of people 
and goods among countries.  

Singapore has started a nation-wide campaign to educate its people about 
terrorism. The city-state’s internal security agency has enlisted and trained 40,000 
taxi drivers on means to detect a terrorist.  

                                                 
3 Malaysian Business Oct 2004 



 
6 

 
 

Many countries are issuing smart cards to their resident population as a security 
enhancing measure. For example, China is expected to replace ID cards for its 
1.3 billion people by the end of 2008.  On the other hand, Thailand’s Smart ID 
cards distribution in 2004 was delayed due to a lack of proper laws to safeguard 
confidential data.  Elsewhere, India and Australia have proposed to issuing smart 
cards to drivers for vehicle information registration, to help weed out possible 
threats.  

 
Security In International Travel 

In this age of rapid information dissemination, the ripples of a terrorist act in one 
country are felt in many others, prompting a host of international security 
initiatives.    

Governments have pledged assistance to different 
regions or created collaborations such as Japan 
providing aid to Indonesia in the form of security 
equipment and training programs or the inauguration 
of the Southeast Asia Regional Centre for Counter-
Terrorism (SEARCCT) in August 2004.  We can expect 
such initiatives to throw up new, permanent 
international security structures over time. 

The area of air travel security is expected to see the greatest investment in 
security technology in the short-term. 

 
Airport Check-in And Immigration Clearance: International air travelers will 
expect airports to provide new innovations which combine high levels of security 
with processing speed at the check-in counter.  

Singapore’s Changi Airport started a six-month trial of a biometrics-based system 
called Fully Automated Seamless Travel (FAST) that speeds up frequent flyer 
check-in and immigration clearance in November 2004.   

More importantly, 27 countries, including Japan and Singapore, are rushing to 
meet the extended dateline of October 2006 to issue tamper proof biometric 
passports-with biometric data like fingerprints and retinal information, so that their 
citizens remain eligible to travel to United States without visas.  Countries currently 
on the United States’ visa waiver program still have to produce passports with 
digital photographs by 26th October 2005.   

 
Baggage Screening: The conventional “X-ray, check and go” process is no 
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longer seen as adequate in the post-September 11th era. For instance, Hong 
Kong’s Airport Authority conducted preliminary installation of a $50 million, 
advanced electronic baggage-tracking system using Radio Frequency 
Identification (RFID) technology in mid 2004, to limit direct physical contact.  
Today’s airports are continually reviewing their screening technologies. Tokyo’s 
Narita Airport (NRT) ordered 12 US government-approved Explosives Detection 
Systems (EDS) worth more than $14 million for advanced baggage screening in 
2004 - shipments are expected to begin in July 2005. 

In-flight Security: Following the lead of countries like the United States and 
Singapore, in October 2004, China announced the activation of plain-clothes air 
marshals abroad selected flights, reportedly 1,500 to 2,000 in number, to ensure 
passengers’ safety.  

 
How Integrated, Seamless Security Technologies Will Be Tomorrow’s Reality 

The three technologies which may impact the security systems market the most 
in years to come would be biometric technologies, RFID and software 
applications offering predictive analysis of digital surveillance feed. The global 
market for biometric systems, for example, is forecasted to reach approximately 
US$7 billion by 2007, from about US$500 millions to US$1 billion in 2004. 4 

With such systems being implemented across many dimensions of social life, the 
challenge for suppliers of security services will be to integrate security 
technologies across these dimensions – home, work-place, key public 
infrastructure - to make possible “seamless security.” For example:  

• IP-Biometric platform that allows parents to track their child’s movements 
as they leave school and make their way to the public library or back 
home.  A text message will be send confirming the child’s arrival.  

• Biometric authentication systems that enables transport companies to 
monitor and track commuters, whilst commuters can enjoy a secure 
prepaid payment system  

• RFID technology used to enhance security in airport baggage collection 
and integrated into anti-theft systems for tracking the location of valuable 
items using GPS technology. 

However as security technology becomes more pervasive, concerns over 
privacy and abuse will increase. An even bigger challenge for vendors of 
security solutions in the future would be to demonstrate to the general public 
how their products and services can be protected from abuse by government 
authorities and private companies which buy and use them. 

                                                 
4 World News Connection Oct 2004 


